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NHCTpyKUM4g 110 pyYHOMY pa3BEPTHIBAHUIO
Katka B xiracrepaom pexxnme mist Wisla

B maHHOM PYKOBOJCTBE OIIMICAHO KaK ITOATOTOBUTH cucTeMy 1 pa3BepHyTh Kafka B kitactepHOM
pesxume st pabotsl ¢ Wisla B 0TKa30ycToUMBOM KOHTYPe.

IIpenBapuTesibHbIE YCIOBUA:

1.Apxus OpenJDK 17 ()
2.Apxus Kafka 2.13-4.1.1

3.Kax MmuHuMYyM 3 cepBepa A1 pa3BepThIBaHUS

4 ITonp3oBarens wisla

Eciim mosip3oBaTesnb wisla ere He cyliecTByeT B CCTEME €0 HEOOXOAMMO CO3IATH
JMICIIOJIB3YS cjIeAyIolniie KOMaHAbI IIOIIAaroBo.
1.Komanma co3maHms mojb3oBaTesIs:

sudo useradd -d /home/wisla -m -s /bin/bash wisla

2.KomaHga ycTaHOBKI apoOJIA:

sudo passwd wisla

3.[lo6aBneHne noab3oBatens B ¢aitiasl sudoers:

echo "wisla ALL=(ALL:ALL) NOPASSWD:ALL" | sudo tee /etc/sudoers.d/wisla

4.HaCTp01711<a CUCTEMHDBIX JIMMMUTOB OJIA ITOJIB30BATEJIA wisla:

# CosgaeM ¢aiur TMMUTOB

cat > /etc/security/limits.d/wisla << 'EOF'
wisla soft  nofile 32768

wisla hard nofile 32768

wisla soft nproc 32768

wisla hard nproc 32768

EOF

5. lo6aBnsiem B PAM (ecnu Her):

echo "session required pam_limits.so" >> /etc/pam.d/common-session
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drtan 1. IlogroToBKa KaTajJoros Ha BCeX y3Jjax

1.Co3maHue KaTajJoroB:

sudo mkdir -p /opt/katka
sudo mkdir -p /var/lib/kaftka
sudo mkdir -p /var/log/kafka

2.Brigaua npas:

sudo chown -R wisla:wisla /opt/kafka
sudo chown -R wisla:wisla /var/lib/kafka

sudo chown -R wisla:wisla /var/log/kafka

3.IIpoBepka mpas:

Is -1d /opt/kafka /var/lib/kafka /var/log/katka

drtamn 2. KonmmpoBaHue 1 pacriakoBKa Java Ha BcexX y3jaax

1.CkonmpyeM apxmB Java B JOMAIIIHIOI AUPEKTOPUIO Wisla MCIIOIb3ys CIeayIoIy0 KOMaHaY:
cp Open]DK17U-jdk_x64_linux_hotspot_17.0.17_10.tar.gz /home/wisla/

2.CMmeHa osIb30BaTeld y apXUBa:
sudo chown wisla:wisla /home/wisla/Open]DK17U-jdk_x64_linux_hotspot_17.0.17_10.tar.gz

3.PacmakoBka apxmsa B /opt/kafka:

. HepexonMM B Katasior kafka JICITOJIb3Yy4 CIIEAYIOLIYIO KOMaHOY:

cd /opt/kafka

» PacrmakoBka apxmusBa:

tar -xzf /home/wisla/OpenJDK17U-jdk_x64_linux_hotspot_17.0.17_10.tar.gz

« [IpoBepka pacrmakoBKu:

Is -la /opt/katka/

4 HacTpoiika nepeMeHHBIX OKPYKeHI:

export JAVA_ HOME="/opt/kafka/jdk-17.0.17+10"
export PATH="$JAVA_HOME/bin:$PATH"
export KAFKA_HOME="/opt/kafka"

5.IIpumeHeHNe N3MeHEHUII:

source ~/.bashrc

6.IIpoBepxka:



java -version

drtam 3. KomupoBanmne u pacnakoska Kafka Ha Bcex y3imax

1.Cxonmpyem apxuB Kafka B momanraioo gupekropuio wisla ncronbp3sys cireqyronryo KOMaHay:
cp kaftka_2.13-4.1.1.tgz /opt/katka/

2.CMeHa nosIbp30BaTesIsd y apxuBa:
sudo chown wisla:wisla /opt/kafka/kafka_2.13-4.1.1.tgz

3.PacnakoBka apxuBa B /opt/kafka:

« [Tepexommm B katasor kafka ucrnone3ys cienyroyro KoMaHay:

cd /opt/kafka

» PacrrakoBka apxmusBa:

tar -xzf kafka_2.13-4.1.1.tgz --strip-components=1

« [IpoBepka pacrmakoBKI:

Is -la /opt/kafka/bin/

drtamn 4. enepanusa yaukaasHoro ID kiacrepa (Toapko Ha 1
cepBepe)
1.Ilepexomum B katasor kafka mcrmonb3ys ciaenqyroinyo KoMaHOy:
cd /opt/kafka
2.3amyckaeM ckpunt reHepanun ID:
/bin/kafka-storage.sh random-uuid

3anucarp nonyueHHsln ID, Hanpumep:

dran 5. Kondurypanus kiracrepa Ha Bcex y3jax

1.Hactpoiika xonpurypaimm Ha cepsepe 1:

cat > /opt/kafka/config/kraft/server.properties << 'EOF'
# BasoBble HACTPOMKI
process.roles=broker,controller

node.id=1

# KBopyM KOHTpOJLIEpOB (3 y3i1a I 0TKa30yCTONYIMBOCTIL)

controller.quorum.voters=1@wisla01:9093,2@wisla02:9093,3@wisla03:9093

# CereBble HacTpoiky wisla01



listeners=PLAINTEXT://:9092, CONTROLLER://:9093
advertised.listeners=PLAINTEXT://wisla01:9092
advertised.controller.listener.name=CONTROLLER

# [lupexTopun aHHBIX

log.dirs=/var/lib/kafka

# Hactpoiiky penmkaumuu ajid 3 y3JjaoB
num.partitions=3
default.replication.factor=3

min.insync.replicas=2

# CucreMHbIe TOMUKY (pEIUIMKALVSL Ha BCE Y3JIbI)
offsets.topic.replication.factor=3
transaction.state.log.replication.factor=3

transaction.state.log.min.isr=2

# HacTpolikyu 0TKa30yCTONUMBOCTY KOHTPOJLIEPOB
controller.listenernames=CONTROLLER
controller.quorum.election.timeout.ms=1000
controller.quorum.fetch.timeout.ms=2000

controller.quorum.request.timeout.ms=2000

# Hacrpoiiku 6pokepa
num.io.threads=8
num.network.threads=3

num.replica.fetchers=2

# Hacrpoiixu 0roB
log.retention.hours=168
log.segment.bytes=1073741824
log.retention.check.interval.ms=300000
log.flush.interval. messages=10000
log.flush.interval. ms=1000

# Hacrpoiiku 6e3omacHOCTY (OII[MIOHAJIBHO)
# ssl.client.auth=required

# ssL.keystore.location=/path/to/keystore.jks

# ssl.keystore.password=password

# ssl.truststore.location=/path/to/truststore.jks
# ssl.truststore.password=password

EOF

2.Hacrpoitka koHpurypanum Ha ceppepe 2:

cat > /opt/kafka/config/kraft/server.properties << 'EOF'
# baszoBble HaCTPOKNU
process.roles=broker,controller

node.id=2

# KBopyM KOHTpOJLIIEPOB

controller.quorum.voters=1@node1:9093,2@node2:9093,3@node3:9093

# CereBble HacTpoiiku node2
listeners=PLAINTEXT://:9092, CONTROLLER://:9093



advertised.listeners=PLAINTEXT://node2:9092
advertised.controller.listener.name=CONTROLLER

# [lupexTopun JaHHBIX

log.dirs=/var/lib/kafka

# HacTpoilky peruimkarm
num.partitions=3
default.replication.factor=3

min.insync.replicas=2

# CrcreMHbBIE TOIMKI
offsets.topic.replication.factor=3
transaction.state.log.replication.factor=3

transaction.state.log.min.isr=2

# HacTpoliku KOHTpOJIIIepoB
controller.listenernames=CONTROLLER
controller.quorum.election.timeout.ms=1000
controller.quorum.fetch.timeout.ms=2000

controller.quorum.request.timeout.ms=2000

# Hacrpoiiku 6pokepa
num.io.threads=8
num.network.threads=3

num.replica.fetchers=2

# Hacrpoiixu 0roB
log.retention.hours=168
log.segment.bytes=1073741824
log.retention.check.interval. ms=300000
log.flush.interval. messages=10000
log.flush.interval. ms=1000

EOF

3.Hacrporika koHpuUrypamum Ha cepBepe 3:

cat > /opt/kafka/config/kraft/server.properties << 'EOF'
# baszoBble HaCTPOKNU
process.roles=broker,controller

node.id=3

# KBopyM KOHTpOJLIIEPOB

controller.quorum.voters=1@wisla01:9093,2@wisla02:9093,3@wisla03:9093

# CereBble HacTpoitku wisla03
listeners=PLAINTEXT://:9092,CONTROLLER://:9093
advertised.listeners=PLAINTEXT://wisla03:9092
advertised.controller.listenername=CONTROLLER

# JlupexTopmy JaHHBIX

log.dirs=/var/lib/kafka

# Hactpoiiky pennmkaumn

num.partitions=3



default.replication.factor=3

min.insync.replicas=2

# CrcreMHbBIE TOIMKI
offsets.topic.replication.factor=3
transaction.state.log.replication.factor=3

transaction.state.log.min.isr=2

# HacTpoliku KOHTpOJLIIepOoB
controller.listenernames=CONTROLLER
controller.quorum.election.timeout.ms=1000
controller.quorum.fetch.timeout.ms=2000

controller.quorum.request.timeout.ms=2000

# Hacrpoiiku 6pokepa
num.io.threads=8
num.network.threads=3

num.replica.fetchers=2

# Hacrpoiixu j0roB
log.retention.hours=168
log.segment.bytes=1073741824
log.retention.check.interval. ms=300000
log.flush.interval. messages=10000
log.flush.interval. ms=1000

EOF

4.IlpoBepka KOHPUTypaImii:

cat /opt/kafka/config/kraft/server.properties

dramn 6. UHnnmaausamusa XpaHIINIL Ha BCceX y3jaax

1.Ha xaxxmom cepBepe 1o ouepenn
« Oxcnopr kiaacrep ID:

export CLUSTER_ID="wisla-3node-cluster-12345"

« [Tepexomnm B katasor kafka:

cd /opt/kafka

« [lo6aBsem kiacrep ID:

./bin/kafka-storage.sh format \
-t $CLUSTER _ID \
-c /opt/kafka/config/kraft/server.properties

« [IpoBepsaem

cat /var/lib/kafka/meta.properties

dram 7. Co3maem cepBuc cryk0b1 Kafka Ha Bcex y3max

1.Co3zgaem Unit:



sudo cat > /etc/systemd/system/kafka.service << 'EOF'

[Unit]

Description=Apache Kafka Service (Kraft mode) - Wisla 3-Node Cluster
After=network.target

Wants=network.target

[Service]

Type=simple

User=wisla

Group=wisla

WorkingDirectory=/opt/kafka

Environment="JAVA_HOME-=/opt/kafka/jdk-17.0.17+10"
Environment="PATH=/opt/kafka/jdk-17.0.17+10/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"
Environment="CLUSTER_ID=wisla-3node-cluster-12345"

Environment="KAFKA_ HEAP_OPTS=-Xmx4G -Xms4G"
Environment="KAFKA_JVM_PERFORMANCE_OPTS=-server -XX:+UseG1GC -XX:MaxGCPauseMillis=20 -
XX:InitiatingHeapOccupancyPercent=35 -XX:+ExplicitGCInvokesConcurrent -Djava.awt.headless=true"
Environment="KAFKA_OPTS=-Dlog4j.configuration=file:/opt/katka/config/log4j.properties"

# VHyianmsanms XpaHIUIIINa IIPY IePBOM 3aIlycKe
ExecStartPre=/bin/bash -c "if [ ! -f /var/lib/kafka/meta.properties ]; then echo Munnmannsaums xpaninina mis kiacrepa..! && /opt/kafka/
bin/kafka-storage.sh format -t $CLUSTER _ID -c /opt/katka/config/kraft/server.properties; fi"

# 3amyck Kafka
ExecStart=/opt/kafka/bin/kafka-server-start.sh /opt/kafka/config/kraft/server.properties

# OcTaHOBKa

ExecStop=/opt/kafka/bin/kafka-server-stop.sh

# Jlorn
StandardOutput=journal
StandardError=journal

SuccessExitStatus=0 143

# Ilepesamyck mpu c6osx
Restart=on-failure

RestartSec=10

# OrparnyeHns
LimitNOFILE=65536
LimitNPROC=65536

[Install]
WantedBy=multi-user.target
EOF

2.Cosnmanme koHuryparun logdj:

cat > /opt/kafka/config/log4j.properties << 'EOF'
log4j.rootLogger=INFO, stdout, katkaAppender

log4j.appender.stdout=org.apache.log4j.ConsoleAppender
log4j.appender.stdout.layout=org.apache.log4j.PatternLayout
log4j.appender.stdout.layout.ConversionPattern=[%d] %p %m (%c)%n



log4j.appender.kafkaAppender=org.apache.log4j.DailyRollingFileAppender
log4j.appender.katkaAppender.DatePattern="yyyy-MM-dd-HH
log4j.appender.kafkaAppender.File=/var/log/katka/kafka.log
log4j.appender.kafkaAppender.layout=org.apache.log4j PatternLayout
log4j.appender.kafkaAppender.layout.ConversionPattern=[%d] %p %m (%c)%n

log4j.logger.katka=INFO

log4j.logger.kaftka.network RequestChannel$=WARN
log4j.logger.kafka.server.KafkaApis=WARN
log4j.logger.org.apache.zookeeper=WARN
log4j.logger.org.I0Itec.zkclient=WARN

EOF

drtamn 8. Co3gaHue CKPUNITOB YIIPaBJIeHNUA KJIACTEePOM

1. CosgaeM CKpHUIT 3aIlyCKa KJacTepa Ha IIEPBOM CepBepeE:

sudo cat > /usr/local/bin/kafka-cluster-start << 'EOF'
#!/bin/bash

echo "3amyck kiacrepa Kafka xa Bcex y3smax..."

# 3aIlyCcK Ha JIOKaJIbHOM y3JIe
systemct] start kafka

echo "Node $(hostname): Kafka samyren"

# Ecnu HacTpoer SSH-mocTyIn K ApyruM y3iaM, MOXKHO {00aBUTb:
# ssh wisla@wisla02 "systemct] start kafka"

# ssh wisla@wisla03 "systemctl start kafka"

# echo "wisla02: Kafka samymren”

# echo "wisla03: Kafka samymren”

echo "Kiracrep Kafka (3 yana) samyruen”
echo "l mpoBepku BoimosHute: kafka-cluster-status”
EOF

2.Co3pmaeM CKpMIIT OCTAHOBKM KJIacTepa Ha IIepBOM cepBepe:

sudo cat > /usr/local/bin/kafka-cluster-stop << 'EOF'
#!/bin/bash

echo "Ocranoska kiacrepa Kafka.."

# OcTaHOBKa B IIPABIUIILHOM IIOpsiAKe (CHAYANA PEIUINKIL, IIOTOM JIVIEPHI)
systemctl stop kafka

echo "Node $(hostname): Kafka ocranosien”

echo "Knacrep Kafka ocranosien”
EOF

3.Co3pgaHue CKpUIITa IPOBEPKM CTaTyca Ha IIEPBOM CEpBepe:

sudo cat > /usr/local/bin/kafka-cluster-status << 'EOF'
#!/bin/bash

echo "=== Craryc xnacrepa Kafka (3 y3na) ===

echo



echo "JloxanpHeii y3en ($(hostname)):"

systemctl status kafka --no-pager | grep -A 3 "Active:"
echo ""

echo "Jlist mpoBepKy peruIMKanuy BBIITOJNHUTE Ha JI060M y3ie:"

echo " cd /opt/katka && ./bin/kafka-topics.sh --describe --bootstrap-server wisla01:9092"
echo ""

echo "l mpocmorpa storos: sudo journalctl -u kafka -f*

EOF

4.Co3pgaHue CKpUIITA YIIPaBJIEeHN TOIKAMMI:

sudo cat > /usr/local/bin/kafka-topic-manage << 'EOF'
#!/bin/bash

KAFKA_HOME="/opt/kafka"
BOOTSTRAP_SERVER="wisla01:9092,wisla02:9092,wisla03:9092"

case $1 in
create)
echo "Cospanne Tormka: $2"
$KAFKA_HOME/bin/kafka-topics.sh --create \
--bootstrap-server SBOOTSTRAP_SERVER \
--replication-factor 3 \
--partitions 3\
--topic $2
list)
echo "Cnimcox Tormmkos:"
$KAFKA_HOME/bin/kafka-topics.sh --list \
--bootstrap-server SBOOTSTRAP_SERVER
describe)
echo "Onncanne Tonnka: $2"
$KAFKA_HOME/bin/kafka-topics.sh --describe \
--bootstrap-server SBOOTSTRAP_SERVER \
--topic $2
delete)
echo "Ymanenme ronmka: $2"
$KAFKA_HOME/bin/kafka-topics.sh --delete \
--bootstrap-server SBOOTSTRAP_SERVER \
--topic $2

")
echo "Ucnonp3osanue: $0 {create|list|describe|delete} [topic-name]”
echo "Tlpumep:"
echo " $0 create wisla-topic"
echo " $0 list"
echo " $0 describe wisla-topic"
echo " $0 delete wisla-topic"
esac
EOF

5.IIpenocrasienue IpaB Ha VICIIOJIHEHME:



sudo chmod +x /usr/local/bin/kafka-*

6. Hacrporiika /etc/hosts

sudo cat >> /etc/hosts << 'EOF'
# Kafka Cluster Nodes
192.168.1.101 Wisla01
192.168.1.102 Wisla02
192.168.1.103 Wisla03

EOF

7.Hactpoiika 6pangmayapa (OnumoHanibHO):

sudo ufw allow 9092/tcp # Client connections
sudo ufw allow 9093/tcp # Controller connections

sudo ufw allow 9094/tcp # Inter-broker connections (ecii HacTpoeHbI)

dram 9. 3anmyck KjaacTrepa

1.Ilepesarpyska systemd Ha Bcex y3iax:
sudo systemctl daemon-reload

2.JloGaBiieHIe B aBTO3aITyCK Ha BCeX y3Jjax:
sudo systemctl enable kafka

3.3anyck kinacrepa (BAYKHO: sanyckars Ha Bcex y3jax B TeueHne 30 CeKyHp):

# Ha wisla01:

sudo systemctl start katka

# Ha wisla02 (8 Teuenne 30 cexkynp mocie wisla01):

sudo systemctl start katka

# Ha wisla03 (8 Teuenne 30 cekynp mocie wisla02):

sudo systemctl start katka

4.IlpoBepka craTyca CIy>KOBbI:

sudo systemctl status kafka

HononHNTeIbHAA IIPOBEPKA:

Tax ke ITocile yCTaHOBKM 1 3amrycka ciy>k0sI Kafka MO’KHO co3aTh CKpUIIT IIPOBEPKM CTATYCOB
pabots! kiactepa Kafka.

1.Co3marp (aiin ckpuira KOMaHIOI:

sudo nano /usr/local/bin/kafka-cluster-monitor
Z.HPCIIOCTaBI/ITb npaBa Ha MICIIOJIHEHIIE:

sudo chmod +x /usr/local/bin/kafka-cluster-monitor

3.[l06aBuTh CKpUNT B Qariin

#!/bin/bash



echo" Mounuropnur kinacrepa Kafka (3 yana)

echo "1. CTATYC CJIYXB:"
for node in cluster01 cluster02 cluster03; do
if [ "$node" = "cluster01" ]; then
status=$(sudo systemctl is-active kaftka 2>/dev/null || echo "unknown")
else
status=$(ssh wisla@$node "sudo systemctl is-active kafka 2>/dev/null" 2>/dev/null || echo "unknown")
fi

case $status in
active) color="\e[32m" ;;
inactivelfailed) color="\e[31m" ;;
unknown) color="\e[33m" ;;
*) color="\e[33m" ;;

esac

echo e " $node: ${color}s{status}e[0m"

done

echo -e "\n2. CITMCOK BPOKEPOB:"
cd /opt/katka 2>/dev/null
if [ -f /opt/kafka/bin/kafka-broker-api-versions.sh ]; then
/opt/kafka/bin/kafka-broker-api-versions.sh \
--bootstrap-server cluster01:9092 2>/dev/null | grep -E "*cluster" | head -3
else

echo " Kafka He ycranoBieH jokanbpHO"

fi

echo -e "\n3. CITMCOK TOITMKOB:"
cd /opt/katka 2>/dev/null
if [ -f /opt/kafka/bin/kafka-topics.sh ]; then
/opt/kafka/bin/kafka-topics.sh \
--list --bootstrap-server cluster01:9092 2>/dev/null | head -10
else

echo " Kafka He ycranoBieH jokanbpHO"

fi

echo -e "\n4. [IPOBEPKA PEIUIMKAIIUN:"
cd /opt/katka 2>/dev/null
if [ -f /opt/kafka/bin/kafka-topics.sh ]; then
result=$(/opt/kafka/bin/kafka-topics.sh \
--describe --bootstrap-server cluster01:9092 \
--under-replicated-partitions 2>/dev/null)
if echo "$result" | grep -q "Topic"; then
echo" EcTp HegoOpemIMUMpOBaHHbIE TAPTULIAN"
else
echo " Bce mapTuuuu pernInupoBaHs"
fi
else
echo " Kafka ne ycranoBseH jokanbpHO"

fi



echo -e "\n5. IIOCJIEAHUE COBBITHA:"
for node in cluster01 cluster02 cluster03; do
if [ "$node" = "cluster01" ]; then
errors=$(sudo journalctl -u kafka --since '5 minutes ago' 2>/dev/null | grep -E 'ERROR[WARN' | tail -2)
else
errors=$(ssh wisla@$node "sudo journalctl -u kafka --since '5 minutes ago' 2>/dev/null | grep -E ERROR|WARN' | tail -2" 2>/dev/null)
fi

if [ -n "$errors” ]; then
echo" $node:"
echo "$errors" | sed 's/"/ /'

fi

done

echo -e "\n=========================================

echo " Kiacrep roros k paGore!”

4.3amyCTUTDb CKPUIIT AJIS IPOBEPKI

./kafka-cluster-monitor
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